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Ciphertext-Policy Weighted Attribute Based Encryption Scheme
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Abstract: The previous ciphertext-policy attribute based encryption scheme scarcely considers the
significance of attributes. The concept of weight is thus introduced into the ciphertext-policy
attribute based encryption scheme. The authority assigns different weights to attributes according
to their importance in the system. The authority transfers the attribute set into weight attribute
separation set according to the weight of attributes. Ciphertext-policy weighted attribute based
encryption scheme is realized with linear secret sharing methods. And the security model of
ciphertext-policy weighted attribute based encryption scheme is proposed. This scheme verifies
the security against chosen-plaintext attack under the decisional bilinear Diffie-Hellman exponent
(DBDHE) assumption in the standard model. Although the size of ciphertext and private key
increases, the new scheme achieves fine-grained access control, and reflects the significance of
attributes, which is more suitable for the practical applications.
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